BUSINESS ASSOCIATE AGREEMENT

BAA SAMPLE LANGUAGE COMMENTS AND MODIFICATIONS FOR CONTRACT WRITER
The HIPAA BAA is a supplement/attachment/appendix regarding HIPAA requirements only.  This is meant to supplement a primary contract which must also contain provisions/terms for the goods/services plus AA/CRC Provisions, including Limited English Proficiency provisions!  The BA must also register on State of WI Vendornet.  For further detail see Civil Rights Compliance Plan and Resources.
DCFS and DDES have specific policies and procedures regarding MOUs and MOAs.   See Provider Business Associate Analysis Flowchart.
This Business Associate Agreement (Agreement) supplements and is incorporated into the existing Underlying Contract (Contract) known as the [Insert Contract Title] covering the provision of [Insert Description of Contracted Services] entered into by and between  [Insert Legal Name of Business Associate] (Business Associate) and [Insert Legal Name of Covered Entity] (Covered Entity) on [Insert Agreement Signed Date].  This Agreement is effective beginning on [Insert Agreement Effective Date] and terminates ("on [Insert Agreement Effective Date]" -or- "any prior existing Business Associate Agreements").    
This Agreement is specific to those services, activities, or functions performed by the Business Associate on behalf of the Covered Entity when such services, activities, or functions are covered by the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  Services, activities, or functions covered by this Agreement include, but are not limited to:

[Insert Description of the Covered Services, Activities or Functions Contracted for]
The Covered Entity and Business Associate agree to modify the Contract to incorporate the terms of this Agreement and to comply with the requirements of HIPAA addressing confidentiality, security and the transmission of individually identifiable health information created, used or maintained by the Business Associate during the performance of the Contract and after Contract termination.  The parties agree that any conflict between provisions of the Contract and the Agreement will by governed by the terms of the Agreement. 

1. Definitions

Protected Health Information (PHI) means:

Health information, including demographic information, created, received, maintained, or transmitted in any form or media by the Business Associate, on behalf of the Covered Entity, where such information relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the payment for the provision of health care to an individual, that identifies the individual or provides a reasonable basis to believe that it can be used to identify an individual.   

PHI excludes individually identifiable health information in education records covered by the Family Educational Rights and Privacy Act (FERPA) (see 20 U.S.C. 1232g, et. seq.) and employment records held by the Covered Entity in its role as employer.
Contract specific definitions could be added here for state law and other legal/program regulations regarding PHI.

Example 1:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records                          2.11 Definitions.

For purposes of these regulations:

Patient means any individual who has applied for or been given diagnosis or treatment for alcohol or drug abuse at a federally assisted program and includes any individual who, after arrest on a criminal charge, is identified as an alcohol or drug abuser in order to determine that individual's eligibility to participate in a program.
Example 2:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records                          2.11 Definitions.   Patient identifying information means the name, address, social security number, fingerprints, photograph, or similar information by which the identity of a patient can be determined with reasonable accuracy and speed either directly or by reference to other publicly available information. The term does not include a number assigned to a patient by a program, if that number does not consist of, or contain numbers

(such as a social security, or driver's license number) which could be used to identify a patient with reasonable accuracy and speed either directly or by reference to other publicly available information.  The term does not include a number assigned to a patient by a program if that number does not consist of, or contain numbers (such as a social security or driver's license number) which could be used to identify a patient with reasonable accuracy and speed from sources external to the program.
Example 3:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records  2.11 Definitions.  Person means:  An individual, partnership, corporation, Federal, State or local government agency, or any other legal entity.
Example 4:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records 2.11 Definitions.  Program means:  
(a) An individual or entity (other than a general medical care facility)who holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment or referral for treatment; or                                                                                         (b) An identified unit within a general medical facility which holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment or referral for treatment; or

(c) Medical personnel or other staff in a general medical care facility whose primary function is the provision of alcohol or drug abuse diagnosis, treatment or referral for treatment and who are identified as such providers. (See § 2.12(e)(1) for examples.)
Example 5:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records 2.11 Definitions.  Qualified service organization means a person which:

(a) Provides services to a program, such as data processing, bill collecting, dosage preparation, laboratory analyses, or legal, medical, accounting, or

other professional services, or services to prevent or treat child abuse or neglect, including training on nutrition and child care and individual and group therapy, and

(b) Has entered into a written agreement with a program under which that person:

(1) Acknowledges that in receiving, storing, processing or otherwise dealing with any patient records from the programs, it is fully bound by these regulations; and

(2) If necessary, will resist in judicial proceedings any efforts to obtain access to patient records except as permitted by these regulations.
Individual means:

The person who is the subject of protected health information or the personal representative of an Individual as defined and provided for under applicable provisions of HIPAA.
Disclosure means:

The release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information.
Designated Record Set means:
This template definition reproduces the definition that appears in the Privacy Rule.  It is fairly general and may not be detailed enough to describe your designated record set.  If the underlying contract requires the Business Associate to perform functions or services that involve the use of all or part of the designated record set (DRS) for your health care component, and the Business Associate will be making decisions about the care or benefit of individuals you should work with your Privacy Officer to ensure that the description of the records belonging to that DRS within this definition are described such that the content of the DRS is clearly understood by all parties.  

(1) A group of records maintained by or for a covered entity that is:

(i) The medical records and billing records about individuals maintained by or for a covered health care provider;

(ii) The enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or

(iii) Used, in whole or in part, by or for the covered entity to make decisions about individuals.

(2) For purposes of this Agreement, the term record means any item, collection, or grouping of information that includes protected health information and is maintained, collected, used, or disseminated by or for a covered entity.
Contract writer may want to add record definition(s), or modify (2) above to express state law and program regulations.         

Example 1:         Wis Stats 51.30 Records. (1) DEFINITIONS. In this section:

(a) "Registration records" include all the records of the department, county departments under s. 51.42 or 51.437, treatment facilities, and other persons providing services to the department, county departments or facilities which identify individuals who are receiving or who at any time have received services for mental illness, developmental disabilities, alcoholism or drug dependence.
Example 2:         Wis Stats 51.30 Records. (1) DEFINITIONS. In this section:                                                                                                          (b) "Treatment records" include the registration and all other records concerning individuals who are receiving or who at any time have received services for mental illness, developmental disabilities, alcoholism, or drug dependence which are maintained by the department, by county departments under s. 51.42 or 51.437 and their staffs, and by treatment facilities. Such records do not include notes or records maintained for personal use by an individual providing treatment services for the department, a county department under s. 51.42 or 51.437, or a treatment facility if such notes or records are not available to others.

Example 3:      42 CFR Part 2 Confidentiality of Alcohol and Drug Abuse Patient Records 2.11 Definitions.                                                                                                              Records means any information, whether recorded or not, relating to a patient received or acquired by a federally assisted alcohol or drug program.

Incident means:

A use or disclosure of PHI by the Business Associate or subcontractor not authorized by this Agreement or in writing by the Covered Entity, a complaint by an individual who is the subject of any PHI created or maintained by the Business Associate on behalf of the Covered Entity, and any Federal HIPAA related compliance contact.  Also included in this definition are any attempted, successful or unsuccessful, unauthorized access, modification, or destruction of PHI, including electronic PHI, or interference with the operation of any information system that contains PHI.  

2. Prohibition on Unauthorized Use or Disclosure of Protected Health Information

The Business Associate shall not use or disclose any PHI except as permitted or required by the Contract or this Agreement, as permitted or required by law, or as otherwise authorized in writing by the Covered Entity.

3. Permitted Use and Disclosure of Protected Health Information

Contract writer may want to add specific state law and program regulations relating to use and disclosure of PHI.

The Business Associate may use or disclose PHI only for the following purpose(s): 

a. for the delivery of the services, program management, activities, or functions contracted for in the Contract; or

b. for meeting contractual or legal obligations as established in any agreements between the parties evidencing their business relationship; or 

c. as permitted by HIPAA if such use or disclosure were made by the Covered Entity or otherwise required by applicable law, rule or regulation; or

d. for use in the operations of the Business Associate as provided in paragraph 4 of this Agreement; or

e. as otherwise authorized by the Covered Entity in writing; or

f. data aggregation for the health care operations of the Covered Entity.

4. Use of Protected Health Information in Business Associate Operations 

The Business Associate may use or disclose PHI as necessary for the delivery of the services or programs provided for in the Agreement, including appropriate management and administration of programs or services, or to fulfill the contractual or legal obligations of the Business Associate provided:

a. the disclosure is permitted or required by law; or

b. the Business Associate obtains reasonable assurances, evidenced by a written contract, from any person or organization to which the Business Associate will disclose PHI that such person or organization shall:

(i) hold all PHI in confidence and use or further disclose it only for the purpose for which the Business Associate disclosed it to the person or organization, or as required by law; and

(ii) notify the Business Associate, who will in turn promptly notify the Covered Entity, of any instance that the person or organization becomes aware of in which PHI was improperly disclosed.

5. Safeguarding and Maintenance of Protected Health Information
Contract writer may want to add program/contract specific requirements relating to this section.

a. The Business Associate will develop, implement, maintain, and use: 

(i) reasonable and appropriate administrative, technical, and physical safeguards to prevent improper use or disclosure of PHI, in any form or media; and,

Required if BA has ePHI.

(ii) reasonable and appropriate administrative, technical, and physical security measures that protect the confidentiality, integrity and availability of electronic PHI that it creates, receives, maintains, or transmits on behalf of the Covered Entity. 

Required if BA has ePHI.

b. The Business Associate will document PHI safeguards and security measures and agrees to provide the Covered Entity with access and review of this documentation if requested by the Covered Entity or an agent of the Covered Entity.  Security measures employed by the Business Associate must be sufficient to ensure that the Covered Entity is compliant with the HIPAA privacy and security requirements for those covered services, activities, or functions performed on behalf of the Covered Entity on or before the compliance date for such requirements.   

Required if BA has ePHI.

c. The Business Associate agrees to conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information held by the Business Associate. 
6. Use or Disclosure of Protected Health Information by Subcontractors and Agents of the Business Associate

The Business Associate agrees to require any agent, including subcontractors, to whom the Business Associate provides PHI to comply with the same restrictions and conditions applicable to the Business Associate with respect to PHI.  Business Associate further agrees to ensure that any agents or subcontractors, to whom the Business Associate provides PHI received from, or created or received by the Business Associate on behalf of the Covered Entity agrees to the same restrictions and conditions applicable to the Business Associate with respect to such information. This provision does not apply to the use or disclosure of PHI by subcontractors that provide health care treatment to individuals or to other persons or organizations that have entered into an Organized Health Care Arrangement (OHCA) as provided for under the provisions of HIPAA.  

7. Compliance with Electronic Transactions and Code Set Regulations

This section has always been OPTIONAL when there are no Electronic Transactions and Code Sets (ETCS) involved with the BA.

If the Business Associate conducts any HIPAA-covered standard electronic transactions on behalf of the Covered Entity, the Business Associate will comply with the applicable provisions of HIPAA for such standard transactions.  The Business Associate will likewise require any subcontractor or agent conducting any standard electronic transactions on behalf of the Business Associate, for services or programs covered by the Contract, to comply with the applicable provisions of HIPAA relating to standard transactions. 

a. General requirements.

(i) If any entity requests the Business Associate to conduct any of the standard electronic transactions, the Business Associate must comply with the request.  

(ii) The Business Associate may not delay or reject a transaction, or otherwise adversely affect or impact the other entity or the transaction submitted, because the transaction is a standard electronic transaction.  

(iii) The Business Associate may not reject a standard electronic transaction on the basis that it contains data elements not needed or used by the Business Associate (e.g., coordination of benefits data elements).  

(iv) The Business Associate may not offer an incentive to a health care provider to conduct a covered transaction through direct data entry rather than as a standard electronic transaction. 

(v) Business Associates operating as a health care clearinghouse, or requiring an entity to use a health care clearinghouse to receive, process, or transmit standard electronic transactions may not charge fees or impose costs in excess of the fees or costs for normal telecommunications that the entity incurs when it directly transmits, or receives, a standard electronic transaction to, or from, the Business Associate.

b. The Business Associate will not enter into, or permit its subcontractors or agents to enter into, any agreement related to the conducting of standard electronic transactions for or on behalf of the Covered Entity that: 

(i) changes or modifies the definition, data condition, or use of a data element or segment in an implementation specification; or 

(ii) adds any data elements or segments to the maximum defined data set; or 

(iii) uses any code or data elements that are marked “not used” in the implementation specification or are not contained within the implementation specification; or 

(iv) changes the meaning or intent of any implementation specification.
c.     If the Business Associate receives a standard electronic transaction and coordinates benefits with another health plan, it must store the coordination of benefits data it needs to forward the standard electronic transaction to the other health plan. 

8. Access to Protected Health Information

OPTIONAL if BA does not have designated record set.  Check with your HIPAA Privacy Officer (PO) to determine applicability of this paragraph.

At the request of the Covered Entity, the Business Associate agrees to provide access to PHI held by the Business Associate. 

Contract writer may want to use the following when the BA has part or all of the designated record set:  

At the request of the Covered Entity, the Business Associate agrees to provide access to PHI held by the Business Associate that the Covered Entity has determined to be part of the Designated Record Sets of the programs covered by the Agreement. Access to PHI will be provided to the Covered Entity or to an Individual as directed by the Covered Entity to comply with applicable HIPAA requirements. The Covered Entity may delegate responsibility for the performance of all legal obligations, including HIPAA rights, relating to the Designated Record Set to the Business Associate.

9. Amendment or Correction to Protected Health Information

OPTIONAL if BA does not have designated record set.  Check with your HIPAA Privacy Officer (PO) to determine applicability of this paragraph.
At the direction of the Covered Entity, the Business Associate agrees to amend or correct PHI held by the Business Associate. The Business Associate agrees to complete any amendment or correction to PHI in accordance with HIPAA requirements.   

10. Reporting of Incidents to Covered Entity by Business Associate
Per DHFS AD-78 this means a possible or confirmed violation of any of the regulations implementing HIPAA.  Included are a possible violation, a confirmed violation, a complaint, an escalated complaint, a Business Associate agreement breech, a Federal compliance contact, and an incidental disclosure that is investigated as a possible violation.

DHFS/DHCF policy requires covered entity (CE) to be informed within 1 (one) business day for incidents regarding MMIS incidents and 5 (five) business days for other incidents.

The Business Associate agrees to inform the Covered Entity of any Incident covered by this Agreement within [Insert Number of Days] business days of becoming aware of such Incident.  The Covered Entity, at its discretion, may require a written report.  If a written report is requested by the Covered Entity, the Business Associate agrees to forward a written report to the Covered Entity not more than [Insert Number of Days] business days after such request is made.  Written and verbal reports of Incidents will include:

a. a complete description of the circumstances of the Incident; 

b. the name of persons assigned to review and investigate the Incident;

c. a description of all PHI used or disclosed during the Incident;

d. the names of persons and organizations involved in the Incident;

e. the actions the Business Associate has undertaken or will undertake to mitigate any harmful effect of the Incident; and,

f. a corrective action plan that includes steps the Business Associate has taken or will take to prevent future similar Incidents from occurring.
11. Mitigating Effect of Unauthorized Disclosures or Misuse of Protected Health Information

The Business Associate agrees to mitigate, to the extent practicable, any harmful effect known to the Business Associate created by an improper use or disclosure of PHI by the Business Associate in violation of the requirements of this Agreement. 

12. Statutory Duty of Covered Entity to Report Material Breaches by Business Associate to Secretary of Health and Human Services (HHS)
Business Associate and Covered Entity agree that if the Business Associate engages in a pattern of activity or practice that constitutes a material breach or violation of this Agreement, and the Covered Entity becomes aware of such pattern or practice, the Covered Entity is required to take reasonable steps to cure the breach or end the violation, as applicable, and, if such steps are not successful and termination of the Contract is not feasible, the Covered Entity is required to report the problem to the Secretary of HHS.

13. Tracking and Accounting of Disclosures of Protected Health Information by the Business Associate

WI Statute 146.82(2)(d) requires tracking of any IIHI records.  This regulation was in place prior to HIPAA.

a. The Business Associate agrees to track disclosures of PHI as required by the applicable provisions of HIPAA and applicable Wisconsin State law.  Specifically, the Business Associate agrees that it will maintain a record of all PHI disclosures made to third parties, except as provided for by the subsection 13.d paragraph below.  The Business Associate agrees that the following information will be recorded:

(i) the date the PHI was disclosed;

(ii) the name and address, if known, of the person or entity that the PHI was disclosed to;  

(iii) a brief description of the PHI disclosed; and 

(iv) a brief statement describing the purpose for the disclosure.  

b. For repetitive disclosures that the Business Associate makes to the same person or entity for a single purpose, the Business Associate will provide: 

(i) the disclosure information as specified in paragraph 13(a)(i-iv) of  this Agreement for the first of such repetitive disclosures;

(ii) the frequency, periodicity or number of such repetitive disclosures; and

(iii) the date of the most recent of such repetitive disclosures.  

c. The Business Associate will make the record of disclosures available to the Covered Entity within [Insert Number of Days] business days after receiving a request by the Covered Entity. 

DHCF Policy mandates 5 (five) business days.

d. Exceptions from Disclosure Tracking. 

BA's sometimes object to the clarity of providing a disclosure accounting so there is a need to rewrite this part to more accurately reflect provisions for providing an accounting

The Business Associate is not required to track or record disclosures of PHI, or to provide an accounting of disclosures for PHI meeting the following conditions:  

(i) disclosures of PHI that are permitted under this Agreement, or otherwise expressly authorized by the Covered Entity in writing; and 

(ii) disclosures of PHI for the following: 

(1) for purposes of treatment, payment or health care operations activity of the Covered Entity; 

(2) in response to a request from an Individual who is the subject of the disclosed PHI, or to that Individual’s Personal Representative;

(3) made to persons involved in health care or payment for health care of the Individual;  

(4) for disaster relief notification purposes; 

(5) for national security or intelligence purposes; or, 

(6) to law enforcement officials or correctional institutions regarding Individuals in custodial situations. 

e. Agreement to obtain valid authorization or consent prior to disclosure of PHI.

Before removing the "consent" phrase, the contract writer needs to determine if 42 CFR Part 2 and/or Wis Stats 51.30 are applicable to BA.

Business Associate agrees to obtain a valid authorization or written consent from the individual that is the subject of the PHI disclosure or a personal representative of such individual except for those exceptions listed in this Agreement or otherwise required by law.

f. Disclosure Tracking Time Periods.  

Business Associate agrees to maintain and make available to the Covered Entity upon its request information on disclosures of PHI made by the Business Associate for the six-year period preceding the request, but not including disclosures made prior to [Insert April 14, 2003 for Providers and Large Health Plans or April 14, 2004 for Small Health Plans], or the date that the Business Associate began performing covered services, activities, or functions on behalf of the Covered Entity, whichever is later. 

14. Accounting to the Covered Entity and to Government Agencies

The Business Associate agrees to make its internal practices, books, and records relating to the use and disclosure of PHI available to the Covered Entity, or to the Secretary of Health and Human Services (HHS) in a time and manner determined by the Covered Entity or the Secretary or designee, for purposes of determining compliance by the Covered Entity with the requirements of HIPAA.  Further, the Business Associate agrees to promptly notify the Covered Entity of communications with HHS regarding PHI and will provide the Covered Entity with copies of any PHI or other information the Business Associate has made available to HHS under this provision.

15. Term and Termination of Agreement

a. The Business Associate and Covered Entity agree that this Agreement becomes effective on [Insert Effective Date].  

b. The Business Associate agrees that if in good faith the Covered Entity determines that the Business Associate has materially breached any of its obligations under this Agreement, the Covered Entity at its discretion, has the right to: 

(i) exercise any of its rights to reports, access and inspection under this Agreement, and, or

(ii) require the Business Associate to conduct monitoring and reporting, as the Covered Entity determines reasonably necessary to maintain compliance with this Agreement; and, or 

(iii) provide the Business Associate with a defined time period to cure the breach; or

(iv) terminate the Agreement in accordance with applicable state statutes.

c. Before exercising any of these options, the Covered Entity will provide written notice of preliminary determination to the Business Associate describing the violation and the action the Covered Entity intends to take.

16. Return or Destruction of Protected Health Information 

The main contract should operationally define how is to be returned or destroyed.  The contract writer should consider all the potential places data exists: hard drives, optical discs, memory sticks, magnetic disks, e-mails, faxes, etc.  If the main contract does not have this provision, the contract writer needs to rewrite the following to operationally define what PHI is returned and how PHI is destroyed by the BA.
Upon termination, cancellation, expiration or other conclusion of this Agreement, the Business Associate will: 

a. Return to the Covered Entity or, if return is not feasible, destroy all PHI and any compilation of PHI in any media or form. The Business Associate agrees to ensure that this provision also applies to PHI in possession of subcontractors and agents of the Business Associate provided to the agent or subcontractor by the Business Associate. The Business Associate agrees that any original record or copy of PHI in any media is included in and covered by this provision, as are all original or copies of PHI provided to subcontractors or agents of the Business Associate by the Business Associate.  The Business Associate agrees to complete the return or destruction as promptly as possible, but not more than [Insert Number of Days] business days after the effective date of termination of this Agreement. The Business Associate will provide written documentation evidencing that return or destruction of all PHI has been completed.  Business Associate agrees to extend the requirements of this provision to contracts entered into with subcontractors and agents that create, receive, or maintain PHI on behalf of the Business Associate.

Optional if BA has no problem returning or destroying PHI.

For BAs not engaged in research.

b. If the Business Associate believes that the return or destruction of PHI is not feasible, the Business Associate shall provide written notification of the conditions that make return or destruction not feasible.  If the Business Associate and Covered Entity agree that return or destruction of PHI is not feasible, the Business Associate shall extend the protections of this Agreement to PHI and prohibit further uses or disclosures of the PHI of the Covered Entity without the express written authorization of the Covered Entity.  Subsequent use or disclosure of any PHI subject to this provision will be limited to the use or disclosure that makes return or destruction not feasible.

For BAs engaged in research.

b.     If the Business Associate believes that the return or destruction of PHI is not feasible, the Business Associate shall provide written notification of the conditions that make return or destruction not feasible.  If the Business Associate and Covered Entity agree that return or destruction of PHI is not feasible, the Business Associate shall extend the protections of this Agreement to PHI and prohibit further uses or disclosures of the PHI of the Covered Entity without the express written authorization of the Covered Entity.  Subsequent use or disclosure of any PHI subject to this provision will be limited to the use or disclosure that makes return or destruction not feasible.

17. Miscellaneous Provisions
a. Automatic Amendment: This Agreement shall automatically incorporate any change or modification to HIPAA as of the effective date of the change or modification.  The Business Associate agrees to maintain compliance with all changes or modifications to HIPAA as required. 
b. Interpretation of Terms or Conditions of Agreement: Any ambiguity in this Agreement shall be construed and resolved in favor of a meaning that permits the Covered Entity and Business Associate to comply with HIPAA. 

c. Submission of Compliance Plan: The Business Associate agrees that a HIPAA compliance plan may be requested by the Covered Entity.  If requested by the Covered Entity, the Business Associate agrees to provide periodic reports of the progress of the compliance plan.  Further, the Business Associate agrees that the plan and progress reports will comply with the requirements of the Covered Entity.  

IN WITNESS WHEREOF, the undersigned have caused this Agreement to be duly executed by their respective representatives.

COVERED ENTITY 
 


BUSINESS ASSOCIATE

By:  _______________________________

By:  ________________________________


Title:  ______________________________

Title:  ______________________________


Date:  ______________________________

Date:  ______________________________








1
1
DHFS_HIPAA_BAA_Template_July_2005_p1.doc

