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	DEPARTMENT OF HEALTH SERVICES

Division of Enterprise Services
F-81009A  (7/10)
	STATE OF WISCONSIN

	Security Incident REPORT 

	Documentation during and after the incident is critical to incident response, mitigation and investigation. Without the existence of an accurate and verifiable trail of events, incident investigation becomes difficult and often impossible. Additionally, any response to the incident will not be complete if it cannot be proven that the response will stop or limit the adverse incident(s) from occurring in the future. 

Document the incident thoroughly. Timeliness is important, but DO NOT RUSH.  Always instruct the person not to discuss the incident with anyone other than the immediate supervisor, law enforcement, DHS Auditor, or Security Officer. 



	Date Incident Occurred

     
	Time Incident Occurred

     

 FORMDROPDOWN 

	Date Incident Reported

     
	Time Incident Reported

     

 FORMDROPDOWN 

	Tracking No. (if applicable)
     

	Incident Location
     

	Who investigated the incident?

	Last Name
     
	First Name
     
	Telephone Number

     
	Email Address

     

	Location
     

	Description of data
Include a description of all systems and related data that has been stolen, lost, compromised, potentially compromised or inappropriately used. This includes but is not limited to regulatory reports, client information, shortcuts, passwords and confidential information. 

	     

	Mitigation Steps
Check off any mitigation steps taken that will reduce or eliminate the impact of this particular incident. Any action not listed or not yet implemented can be detailed in the space below. 


	 FORMCHECKBOX 
 Police contacted


 FORMCHECKBOX 
 Police report filed


 FORMCHECKBOX 
 Division Privacy Officer notified


 FORMCHECKBOX 
 Client informed of breach
	 FORMCHECKBOX 
 Locks changed 
 FORMCHECKBOX 
 Userid revoked 
 FORMCHECKBOX 
 Password changed
	 FORMCHECKBOX 
 Training implemented 
 FORMCHECKBOX 
 Employee Sanctions
 FORMCHECKBOX 
 Equipment/Hard Drive in Custody

	Additional Mitigation - Description - Date Implemented/planned

	Description      

	(M/d/yyyy)     

	Description      

	(M/d/yyyy)      

	Description      

	(M/d/yyyy)     

	Check off any mitigation steps taken that will reduce or eliminate future occurrence of similar incidents.  Any action not listed or not yet implemented can be detailed in the space below. 


	 FORMCHECKBOX 
 Police review/suggestions for incident mitigation implemented
 FORMCHECKBOX 
 Police report filed

 FORMCHECKBOX 
 New/updated policy need identified
	 FORMCHECKBOX 
 Locks changed/Keys Accounted for

 FORMCHECKBOX 
 Userid revoked 
 FORMCHECKBOX 
 Password changed
	 FORMCHECKBOX 
 Training implemented 
 FORMCHECKBOX 
 Employee Sanctions


	Description      

	(M/d/yyyy)      

	Description      

	(M/d/yyyy)      

	Supervisor Notes
The immediate supervisor of the affected person should use this space to provide any information s/he deems relevant to the situation. 

	     

	If the investigated incident could result in a job action, whether disciplinary action or legal sanction, any hard drive used by the affected individual should be taken by the immediate supervisor and placed in secure storage.
Provide the following information:

1.  Item(s) Taken -       
2.  Time Taken -      
3.  Name of Individual Taking Custody -      
Note:  It is imperative that a chain of custody be maintained and no changes made to the item(s) taken.  The item(s) must be given over to the custody of the Internal Audit Department as soon as possible.

	

	Security Officer Information

	Last Name
     
	First Name

     
	Telephone Number

     
	Email Address

     

	Location
     


