

Policy on Bomb Threats
	Date: (enter date of initial policy here)
	Last Reviewed On: (date of policy review)


PURPOSE: To define the appropriate staff response when a bomb threat is received.  

ACTION STEPS 
1. Command:
a. The highest level personnel on duty assumes the role of Incident Commander and activates the Incident Command System.

b. If law enforcement, fire department or other authority arrives on scene, Unified Command may be established.
2. Receipt of Bomb Threat: 
a. Any person receiving a bomb threat should attempt to remain calm and
i. obtain as much information as possible from the caller by using the form (see last page),  “Recording Bomb Threats” (form should be available at each business telephone) and 
ii. ask the questions and record the responses as listed on the form, making every effort to write down the exact words, if possible, and
iii. complete the entire form such as listening for any possible background noises; e.g., music, train, machinery, or other identifiable sounds and also for anything that might help to identify the caller, e.g. sex, age, accent.

b. The person receiving the bomb threat is to notify the (insert facility specific information - example: Supervisor) of the threat.  Note: If possible, the person receiving the call is to ask someone else to notify the (insert facility specific information - example: Supervisor), e.g. by writing a note, while remaining on the telephone with the bomb threat caller.  
3. Notification of Bomb Threat:
a. The (insert facility specific information - example: Supervisor) is to activate the bomb threat announcement on the (insert facility specific information - example: fire alarm system).
b. The (insert facility specific information - example: fire alarm system) is programmed to announce (insert facility specific information - example: “ALL EMPLOYEES REPORT TO THEIR WORKSTATIONS”).
c. The facility Incident Commander will call (insert facility specific information - example 9-1-1) to report the bomb threat and provide a current status report.  The facility Incident Commander is to remain on the line, until the dispatcher advises that it is OK to hang up.
4. Staff Response to Bomb Threat Notification:  Upon notification of bomb threat, all staff are to follow these procedures:

a. DO NOT TURN ON/OFF lights or other electrical equipment (use flashlights if necessary).
b. DO NOT USE two-way radios, cell phones, other cellular/transmitting equipment.
c. DO NOT TOUCH OR MOVE anything unusual or suspicious.
d. LOOK FOR ANYTHING YOU CANNOT IMMEDIATELY IDENTIFY or anything that appears to be unusual or out of place. The device may be labeled “bomb” or “explosive” or “danger”.

e. If the caller mentioned a location for the device, staff will be instructed to search that specific location first.

f. If a bomb or anything unusual or out-of-place is discovered, staff are to contact the facility Incident Command Center and clear the area immediately of all residents and staff and wait for further instructions.
g. A staff member may be assigned to meet the responding agency at the (insert facility specific information - example: front entrance) so the responding agency personnel can be directed to the facility Incident Command Center.  

5. Supervisor Response to Bomb Threat Notification:
a. If the bomb threat is for a specific area or floor, the (insert facility specific information - example: supervisor) will designate (insert facility specific information - example: the highest ranking personnel) on that floor or area so that the search can begin immediately in that specific area or floor.

b. If the bomb threat is not for a specific area or floor, the (insert facility specific information - example: supervisor) in each area of the facility shall assign personnel to begin the search of the entire facility. Designated search personnel are to search their usual areas of work assignment, as they are more likely to identify anything out-of-place or unusual. 
c. If the bomb threat occurs during a time when personnel on duty are limited, the facility Incident Commander will assign which staff are to search which areas. 
6. All Clear:
a. The responding agency will provide direction to the facility Incident Command Center Officer dependent upon the scenario:
i. A bomb has been found.
ii. A bomb has not been found, but the threat remains credible.
iii. The threat is declared to be unfounded.
b. Only the responding agency can declare an “All Clear”.
c. Based on directives from the responding agency, the facility Incident Command Center will then communicate the appropriate message(s) to staff.
	Although this template checklist and policy has been developed and reviewed by topic experts, this template is not intended to provide legal advice. The information contained in this checklist and policy is information only to assist the facility in developing emergency response polices and plans based on the uniqueness of each facility.

It is recommended that the facility define specifically the time-frame for words such as “immediately”, “periodically”, etc. The time-frame for these words may differ with each policy. For example, in one policy instead of using “periodically”, the facility may use “quarterly”; in another policy, instead of using “periodically”, the facility may use “monthly”.




	Recording Bomb Threats 

	

	NAME:
	
	DATE:
	
	TIME:
	

	DEPARTMENT:
	
	PHONE #:
	

	

	QUESTIONS TO ASK?
	Write Down Exact Words

	1.  When is the bomb going to explode?
	

	2.  Where is it now?
	

	3.  What does it look like?
	

	4.  What kind of bomb is it?
	

	5.  What will cause it to explode?
	

	6.  Did you place the bomb?
	

	7.  Why did you place the bomb?
	

	8.  What is your address?  Where are you?
	

	9.  What is your name?
	

	

	Did the caller appear familiar with the office or building by his description of the bomb location?
	Y
	N

	

	Sex of caller:
	M
	F
	Age:
	
	Race:
	
	Length of Call:
	

	Caller’s voice (check all that apply)

	Calm
	
	Laughing
	
	Lisp
	
	Disguised
	

	Angry
	
	Crying
	
	Raspy
	
	Accent
	

	Excited
	
	Normal
	
	Deep
	
	Stutter
	

	Slow
	
	Distinct
	
	Ragged
	
	Rapid
	

	Slurred
	
	Nasal
	
	Loud
	
	Soft
	

	Clearing Throat
	
	Cracking Voice
	
	Deep Breathing
	
	Incoherent
	

	Well Spoken
	
	Foul
	
	Familiar* (Specify)

	Message Taped
	
	Message Read
	
	

	Background Noises

	Street Noises
	
	House Noises
	
	PA System
	
	Animals
	

	Airport Noises
	
	Motor
	
	Long Distance
	
	Music
	

	Voices
	
	Office Machinery
	
	Clear
	
	Other (specify)


	

	Static
	
	Factory Machinery
	
	Local
	
	
	

	Other CommenTs:
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