Functional Screen Information Access (FSIA) and
Program Participation System (PPS)
System Requirements

1. Workstation Requirements

This section outlines the hardware, software, and network requirements for agency users and State staff to access agency-
based and internal State systems.

1.1. Hardware Requirements
Hardware

Requirement(s)

Attribute

Recommended:
e 1 GB RAM. Additional RAM may be needed if multiple browsers or other applications will be open
simultaneously
e 3 GB RAM. Additional RAM may be required if multiple browser windows, browser tabs or other
applications will be open simultaneously.
e Defragmented hard disk free of errors.
e 1GB free space on hard drive.

Memory and
Disk

Processor [Recommended:
(Speed) e Pentium D 3.00GHz processor, or equivalent, or higher.

e Applications are tested and validated with 1024 x 768 monitor resolution, 16-bit color depth and

Monitor
small fonts. Higher resolutions may work but are the responsibility of the user.

Apple Computers/Non-Microsoft Browsers
The application has not been tested on Apple machines and non-Microsoft browsers; therefore, we cannot
guarantee that the application will support all platforms and browsers.

1.2. Software Requirements

Software

Attribute Requirement(s)

Recommended:

Operating System
P Y e Windows 11 or current versions supported by Microsoft.

Recommended:
e Internet Explorer (IE) Version 11.0 with Enterprise Mode on
e InTools = Internet Options - Advanced - "Reuse windows for launching shortcuts" needs to be un-
Browser checked to address the requirement of allowing concurrent logons.
e Internet Explorer 64-bit (to find IE (64-bit): Click on Start Up, click on All Programs, then Internet
Explorer (64-bit.)
e  JavaScript must be enabled. (Refer to the JavaScript section to learn how)
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Recommended:
e Adobe Acrobat Plug-in version 11 or current versions supported by Adobe (for viewing and printing
paper forms)
e Adobe Acrobat Reader 11 or current versions supported by Adobe

PDFs (for reports)

Workstation

Software e MSWord 2010

1.3. Network Requirements

Network
Attribute

Requirement(s)

Recommended:
e Internet Service Provider (ISP) connectivity with T1 speed or greater (1.5 Mbps)—for best
performance

e User internal network connectivity is the responsibility of the user organization.

e  Connections should be sufficiently robust and free of errors.

e  (Circuit bandwidth must be sufficient enough to accommodate the busiest periods and have sufficient
reserve to handle brief spikes in traffic.

e If users encounter application slowness, it is strongly recommended they consult with their IT staff on
the current status with their network before opening problem tickets with the state help desk.

e [tis critical that IT staff perform real-time monitoring of bandwidth utilization on the circuit
connecting users to systems as well as response times to select internet sites. The IT staff can
continuously monitor response times to state servers from the user's site to provide support to users
experiencing slowness.

Internet
Connection

e User internal network connectivity is the responsibility of the user organization. Connections should
be sufficiently robust and free of errors. If all applications are slow, the user should consult with their
IT staff on possible internal network problems before contacting the state help desk.

Network
Equipment

Network Router | ¢  This is the responsibility of user agency.

Network Switch | ¢  This is the responsibility of user agency.

Network Shaping| ¢  This is the responsibility of the user agency unless BCN is used.

2. Workstation Setup, Configuration, and Troubleshooting

This section outlines the actions and steps for agency and state users to take when reviewing, setting up, and troubleshooting
workstation software and configuration.

2.1. Confirm IE-11 Enterprise Mode is on

Enterprise Mode is a "compatibility" mode that runs in IE-11 and provides users the option to render websites in older
versions of |IE to avoid common compatibility problems associated with web applications written and tested on older versions
of Internet Explorer. During the transition period when Wisconsin applications are migrated to newer web standards there
will be a need to turn on Enterprise Mode.

Step(s):
1. Verify whether enterprise mode is needed for the application. Please see the Application Compatibility Chart for more
detail.
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2. Verify enterprise mode is turned on for the application by checking for the enterprise mode symbol in the address bar.

G' : = https/prd.careswisconsingow’

File Edit  View  Faworites  Tools  Help
%o v | i Check + | [ Resize ~ | 6@ 055 ~ | [&] Ima

s B Suggested Sites v a Wieh Slice Gallery -

Figure 1 - Verify Enterprise Mode Enabled

3. Ifthe enterprise mode setting is not on, please follow up with your agency's IT organization for further assistance.

2.2. Review Antivirus Software Settings

Antivirus software and firewalls are in place to prevent users' computers from malicious attacks. While antivirus software is
great for protecting users and their workstations, this software can block certain software components and settings
unknowingly.

Step(s):

1. Please verify and make sure all the Department of Health Services (DHS), Department of Workforce Development (DWD),
and Client Assistance for Reemployment and Economic Support (CARES) Worker Web (CWW) applications along with
their related domains and websites are not blocked by the antivirus software or at the firewall level.

2. Please work with your IT staff for further questions on how to verify this within your antivirus software package.

2.3. Review Windows Updates

Windows Update is a service provided by Microsoft to provide workstations with Microsoft operating system and related
software updates over an internet connection. Many come with critical updates to protect against vulnerabilities to malware
and security exploits. It's important to make sure that updates do not adversely affect software and/or settings needed to
access Wisconsin CARES-related systems.

Step(s):

1. Please make sure the windows updates are not impacting or changing the recommended browser version and settings. If
your PCis running on Windows 7, please be aware the browser has a high probability of changing Internet Explorer to
version 11.

2. Clean up the contents of temporary folders. The temporary folder may vary based on user settings, but can be generally
found in this location: C:\Users\[YourUsername]\AppData\Local\Temp

2.4 Step(s) to Determine 64-bit

To find Internet Explorer (64-bit): Click on Start Up, click on All Programs, then Internet Explorer (64-bit).

2.5. Enable JavaScript

JavaScript is a programming language that runs in the users' web browser and is needed to properly run a number of
applications linked from the gateway page (most notably CWW).
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Steps (to verify JavaScript enabled):

1. Inthe Internet Explorer menu bar, click Tools = Internet Options. (Note: Press the 'Alt' key if menu bar is not visible)

".\ :' S httpsffunan. google.comy Fgues rd=s31
File Edit  Wieww Favorites Help

Enterprise hode

SctiveeX Filtering

Wiewr downloads

Pop-up Blocker

Feed discowery

InPrivate Browsing

SrartScreen Filter

Manage add-ons

Wfindows Update

F1lz Developer Tools

Delete brovwwsing histone...

Turn on Tracking Protection

Fix connection problerms...
Reopen last browsing session

Add site to Stark menu

Cornpatibility Wiew settings

Subscribe to this feed...

Perforrmance dashboard

Drneklote Linked Motes

Send to OnelMote

Report website problerms

I Internet options

Ctrl + Shift+Del
Ctrl +Shift+P

Chrl+1

Ctrl + Shift+ U

Figure 2 - Selecting Internet Options

2. Select the "Security" tab and click on Trusted Sites then Custom Level.

Internet Options

[ 7w

| Generall Securiby IPrivacy I Conkent I Connections I Programs I F\dvanced|

Seleck a zone ko view or chang ik kL
o - D)
Internet Local inktranet Restricked
sites

- trusk not bo damage your compuker or
wour Files,
You have websites in this zone,

Security level Far this zone
Allowed levels For this zone: all

Medium

—_ conktent

Trusted sites
f This zone contains websites that wou

- Prompks before downloading potentially unsafe

- Unsigried AckiveX controls will nok be downloaded

Enable Protected Mode (reguires restarting Internet Explorer)
Cuskam lewvel. .. Defaulk lewvel

Reset all zones to default lewvel

.ﬁ- Some settings are managed by your syskem administrakor,

[ Ok ] [ Cancel

Apply

Figure 3 - Internet Options Window
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3. Under the "Scripting" section, be sure that "Active Scripting" is set to enable.

Security Settings - Trusted Sites Zone

Sektings

===/

=7 | Scripting
=% | Active scripiing

*Takes effect after wou restark wour computer

Reset cuskom settings

Reset ko: [Medium {default) v] [

Cancel ]

Figure 4 - Trusted Sites: Custom Security Level

2.6. Adding a Trusted Site to IE

IE assigns all websites to one of four security zones: Internet, Local intranet, Trusted sites, or Restricted sites. The zone to
which a website is assigned specifies the security settings that are used for that site. By adding a website to a specific zone,
you can control the level of security used on that site. We recommend placing agency and internal applications within the

Trusted Sites list in IE (if not already present).

Steps (to enable trusted sites):

1. Inthe Internet Explorer menu bar click Tools = Internet Options. (Note: Press the 'Alt' key if menu bar is not visible)

Q-'i il & ritpssvanngoog

o Tguvs_rd=ssl
File Edit  isww  Faworites || Help

Dielete browsing histomn...
InPrivate Browsing
Enterprise Mode

Turn on Tracking Protection
Activce Filtering

Fixx connection problerms...
Recpen last browsing session
Add site to Start rmenu

“iews downloads

Pop-up Blocker
SrmartScreen Filter

hlanage add-ons
Compatibilit Wiew settings
Subscribe to this feed...

Feed discoven:

“indowes Update
Performance dashboard

Fl2 Dewveloper Tools
Sneflote Linked MNotes

Send to Oneklote

Report website problerms

| | Internet options 1

Ctrl +Shift+Del
Ctrl + Shift+P

Chrl ]

Ctrl + Shift+ L

Figure 5 - Internet Options
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Select the "Security" tab and click on Trusted Sites then Sites.

e aT e |

ywour files.
You have websites in this Jone,
Security level for this rone
Alocwed levels for this zone: Al
HMedinm

- Proampts before downloading potentbally wnsafe
[ 1] oortent
| = Uinsigned ActrveX controls will not be dewnloaded

Enable Protected Mode (requires restarting Intermet Explorer)
l Custom level... J

[ meset sl zones to defaultlevel |

il Some zettings sre managed by youws system administrator.

[ ox J[ cence |

Internet | =L 1 [ = f @
J Genu-q]- Secuity | Conbent ] Connections | Programs | Mvmmd!

IMvbErret Loeal mramety] TS ETEY Reatricted S —
sites 3
Trusted sites
# T [ =]
o # FOME CoNtEing websites that you
- trust not o damage your Oompater or

Figure 6 - Internet Options: Security Tab

Make sure “https://*.wisconsin.gov” is present in the Trusted Sites list.
p

-
Trusted sites - —— u

this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

| https: //*. wisconsin. gov |
https: /* wisconsinjobcenter.org |j
https: /fapwmadia 1906, enterprise. wistate, us

beis PO RSP o T 1 s |

Require server verification (https:) for all sites in this zone

v'/ You can add and remove websites from this zone. All websites in

https: /. wi.gov - Remove

Figure 7 - Checking for a Trusted Site
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If it is not in the list, you can add it by typing “https://*.wisconsin.gov” into the "Add this website to the zone:" box and

clicking Add.

Trusted sites - P—

=2

Add this website to the zone:

You can add and remove websites from this zone. All websites in
£ this zone will use the zone's security settings.

http:/f*. elluminate. com
http:/f*. eluminate. com
http: /f*. focus-career.com

bedde o VP i e e iiii 4

https://*.wisconsin.gov Add
Websites:
http:/f*. dwd.state. wi.us Remove

Require server verification (https:) for all sites in this zone

Close

Figure 8 - Adding a Trusted Site

2.7. Setting Compatibility View

1.

2.

In the Internet Explorer menu bar click Tools > Internet Options. (Note: Press the 'Alt' key if menu bar is not visible)

a Fix connection problems...

Ly Reopen last browsing session

a Pop-up Blocker L4
View downloads Ctrl+)
Manage add-ons

Compatibility View settings

Full screen F11
Toolbars g
Explorer bars L4

ke F12 Developer Tools

Suggested Sites

OneMNote Linked Notes
Send to OneMNote

Internet options

Figure 9 — Set compatibility View

Select Compatibility View Settings from the list.
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2.8. Setup/Confirm Java Runtime Environment (JRE)-related Settings
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The following subsections outline additional settings that need to be setup or reviewed in order for CWW DocViewer, Host on
Demand (HOD), and/or Oracle Contact Center Anywhere (CCA) to work as expected.

2.8.1. Verify the Java Path Environment Variable

The Java path environment variable is used to by the workstation to determine which JRE to use. This variable is important to
review/confirm when there are issues with client-side Java technologies, e.g., CWW DocViewer, Oracle CCA, and HOD.

Step(s):

Please verify the Java version specified in the Java path environment variable is set to JRE version 1.6.0_23. Go to
Start - Control Panel. If your screen does not look like the screenshot, you can change the view by selecting "View
By" in the upper right hand corner of the screen and then choosing "Small Icons" or "Large Icons."

1.

2.

=] el

"’V Action Center

—Tg Color Management
%! Device Manager

J Folder Options

3 ntel(R) HD Graphics
LB Mail (32-bity

‘\ Personalization
vb‘é Recovery
Sound

Troubleshooting

i Windows Update

Adjust your computer's settings

P
() [E» controlPanet » AN Contrl Panel tems »

Administrative Tools
Iﬁ] Credential Manager
5,;:] Devices and Printers
‘A Fonts

. Internet Options

? Mouse

"3 Phone and Modem
9 Region and Language
@r Speech Recognition

sz’ User Accounts

AutoPlay

Date and Time

Display

Getting Started

Java (32-bit)

Network and Sharing
Center

Power Options

RemoteApp and Desktop
Connections

Sync Center

Windows CardSpace

a% Backup and Restore
w@? Default Programs
|®l Ease of Access Center
Q% HomeGroup
Keyboard

Notification Area Icons

= {0

ol

Programs and Features

RSA Control Center

o

System

&% Windows Defender

= 4] Search Controt Panel

View by: Largeicons *

.?1 BitLocker Drive Encryption
@ Desktop Gadgets
Flash Player (32-bit)

{/QV Indexing Options

=7 Location and Other
J Sensors

- Performance Information
' and Tools

@ QuickTime (32-bit)

m=@ ScrewDrivers Client v4
& (32-bip)

= i Taskbar and Start Menu

i Windows Firewall

)

Figure 10 - Windows Control Panel

Make sure Java (32-bit) is installed.
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3. Click on Java (32-bit) and verify the correct java path variable by clicking on the "Java" tab then clicking View.

| £ Java Control Panel

| General | Java I Security I .ﬁ.d\rancedl

(o] ® =S

and applets.

Java Runtime Environment Settings

View and manage Java Runtime versions and settings for Java applications

View...

[ ok

] [ Cancel Apply

Figure 11 - Java Control Panel

4. Inthe "User" tab, verify that the enabled product has the correct product version number.

|£:| Java Runtime Environment Settings
Java Runtime Versions

=X

Platform

Product

Location

Path

Runtime Parametzrs

Enabled

1.6

[L6.0_23

ttp:/fjava.sun.com/products/autod|j2se

:\Program Files (x86)\Javajre6'bin javaw. exe

Find Add Remave

Figure 12 - JRE Settings

5. Ifthe correct Java version is not installed, please follow up with your agency's IT organization for further assistance.
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2.8.2. Control JRE Downloads from the Java Control Panel
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Since JRE version 1.6.0_23 is required to access key application components, it's important to disable the auto-updates for

Open the "Java Control Panel" and go to "Update" tab and uncheck the "Check for Updates Automatically" checkbox

Java.
Step(s):
.
as shown below.
o Jawa Control Panel =l =
| General] I Updste ] kava | Secwity | Advanced|
1
Updaks MotFicstion
1) | The 1ava Update mechanisin ensures you have the most updated
; wersion of the Jawa platForm. The options below let you cantrol how
updstes are obtained and appled.
Mokify Me: Esfore downloading -
[ CheckFor Updates Automaticaly Advanced. ..
iC| & Updare fow” button below to check For updakes. & ioon
will appear in the system Eray # an update is avaishle. Move the
Cursor over the icon bo see the status of the updaks.
Javwa Updake was last run ak 11:21 &M on & ]
PYEIEN | LUpdate Moy {
= | Cancel | Apply
Figure 13 - Java Control Panel: Update Tab

L=+ Java Contral Panel
[ Generat | update | 2ava | securith| Advanced

Settings
#1- Debuwgging
=1 Java corsole

[+ Default Java for browsers

[#] Shortcy eation
[#- INLP File/MIME Association
[#1-IRE Suto-Doswnload

[#1 Security

= Miscellaneous

e J[

fell @ [

le the next-generation Java Plug-in {requires browser restart)

Cancel |

Figure 14 - Java Control Panel: Advanced Tab

Next, go to "Advanced" tab and expand "Java Plug-in" in the settings and "Uncheck" the checkbox with the text
"Enable the next-generation Java Plug-in (requires browser restart)" as shown below.
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2.8.3. Clear the Cache and Temporary Files

Sometimes when there is performance or other systematic issues with the JRE, it may prove useful clearing the cache and

temporary files location.

Step(s):

1. From the "General" tab in the Java Control Panel, click on the View button in the "Temporary Internet Files" section as

shown below.

ake I Java [ Security ] Advanced |

Wiews wvarsion information about Javs Control Pamel.

Metwork Settings

Metwork settings are used when making Intermet connections. By default, Java
will use the network setkings in your web browser, Onlky advanced users should
modify these sekbings.

: Mebwork Setbings. ..

4

Termporary Internet Files

Files wou use i Java applications are stored in a special Folder For quick execution
later. Only advanced users should delete files ar modify these settings.

| Settings... ]E Wiewe. ..

[ ox ][ camxel |

ntral Panel =ll=

Figure 15 - Java Control Panel: General Tab

2. The "Java Cache Viewer" will open.

| £ Java Cache Viewer @
Show: :F‘.esourr_es v: |_‘ )/\\ Cache Size: 160 KB
MName | URL | Modified Expired \ersion | Size
B cesizej2jar.prope... https:/fhodsecOh.it. state.wi.us/hod 11/ccsi... May 30, 2013 3.6KB
By
HODDetect.jar https:fhodsecth.it.state.wi.usfhod 11/HOD... May 30, 2013 22KB
B cached_en.prop... https:/fhodsecOh.it.state.wi.ushod11/msg...  May 30, 2013 16 KB
D coversions2.prop...  https:ffhodsecOh.it. state.wi.us/hod 11/co. .. May 30, 2013 10KB
By
CachedAppletSu... https:/fhodsecOh.it. state.wi.us/hod11/Cac...  May 30, 2013 107 KB

Close

Figure 16 - Java Cache Viewer
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3. Clear everything by selecting different options in the "Show" drop-down and also using the 'X' button as shown below.
Important options for which to delete is "Resources," "Applications," and "System Resources."

| £ Java Cache Viewer @
Show \Resaurces - | \_I >/\< Cache Size: 160 KB
MName | URL | Modified Expired Version I Size
B cesizej2jar.prope... https:/hodsecth.it.state. wi,us/hod11fccsi. .. May 30, 2013 3.6KB
B
HODDetect.jar https: /fhodsecOh.it. state.wi.usfhod 11/HO. .. May 30, 2013 22KB
B cached_en.prop... https:/fhodsecOh.it.state. wi.us/hod11jmsg...  May 30, 2013 16 KB
B coversions2.prop...  hitps:/fhodsecth.it.state. wi.us/fhod11fccv... May 30, 2013 10 KB
B
Cachedappletsu..,  htips:/hodsechh.it.state. wi.us/hod11/Cac... May 30, 2013 107 KB

Figure 17 - Clearing Java Cache

4. To clear the temporary files, go to 'General' tab and click on the Settings button in the 'Temporary Internet Files' section
as shown below.

ontral Panel " == E

Dpdate | Java | secwity | Advanced|

Wieww version information about Java Control Panel.

Metwork Setkings

Network Settings are used wihen making Inbernet connections. By default, Java
will use the network sstkings in your web browser, Only advanced users should
modify these setbings,

[ Metwork Settings. .. J

Temporary Interrnst Filas

Files you use in Java applications are stored in a special Folder For quick execution
later. Cnily advanced users should delete files or modify these settings.

[t |_vewe )

|m .[ O ][ Carcel ] Anply i

Figure 18 - Java Control Panel: Temporary Internet Files Settings
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Delete the 'Temporary Files' as shown below.

Temporary Files Settings

Keep temporary files on my computer,

Location
Select the location where temparary files are kept:

rs\MASHEPR \AppDataiLocalLow\5unJava\Deploymenticache

Disk Space
Select the compression level for JAR files: None

Set the amount of disk space for storing temparary files:

[

U 10005 MB
[ DeleteFies... | ’ Restore Defaults ]
’ Ok ] ’ Cancel ]

Figure 19 - Deleting Temporary Internet Files

e

Delete Tempuorary Files @

- —

A1 Delete the following temporary files?

., \

Applications and Applets
Trace and Log Files

[ OK, l l Cancel ]

Figure 20 - Deleting Temporary Internet Files: Confirmation
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