Functional Screen Information Access (FSIA)
and Program Participation System (PPS) System
Requirements

1. Workstation Requirements

This section outlines the hardware, software, and network requirements for agency users and State staff
to access agency-based and internal State systems.

1.1. Hardware Requirements

ACTC LT Requirement(s)
Attribute q
Recommended:
¢ 3 GB RAM. Additional RAM may be required if multiple browser windows, browser tabs or
Memory and th licati ilb imult |
Disk other applications will be open simultaneously.
o Defragmented hard disk free of errors.
o 1 GB free space on hard drive.
Processor Recommended:
(Speed) e Processor based on the Intel Sandy Bridge/lvy Bridge microarchitecture with at least 2.0GHz
P clock speed, or equivalent.
e Applications are tested and validated with 1280 x 1024 monitor resolution, with default
Monitor recommended font size. Higher resolutions may work but are the responsibility of the
user.

1.2. FSIA Requirements
Browser & Operating System Compatibility
The FSIA application has been specifically tested for compatibility with Microsoft Windows 10 (Mozilla

Firefox 60, Chrome 71, Microsoft Edge 41) and iOS 12 for iPad 9.7 (Safari); however, we cannot
guarantee that the application will support all legacy or alternative platforms and browsers. FSIA no
longer supports Microsoft Internet Explorer.

ST Requirement(s)
Attribute -
Operating Recorrllmended:_ . :
System . Mlcros_oft WlndOVYS 10 or current versions supported by Microsoft.
e AppleiOS 12 for iPad
Recommended: Versions below or newer
Browser e Google Chrome version 71, Microsoft Edge Version 41, Mozilla Firefox Version 60
e Safari on iOS 12 for Apple iPad only
PDFs (for Recommended:
reports) e Chrome, Microsoft Edge, and Mozilla Firefox natively support viewing PDF images.
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Software
Attribute

Requirement(s)

All other browsers require Adobe Acrobat Reader Plug-in version DC or current versions
supported by Adobe (for viewing and printing paper forms)

Workstation
Software

MS Office 2010
Adobe Acrobat Reader DC or current versions supported by Adobe

FSIA no longer supports Microsoft Internet Explorer.

1.3. PPS Requirements
Browser & Operating System Compatibility
The PPS application is not supported on Apple devices.

DECETE Requirement(s)
Attribute q
Operating Required:
System o Windows 10 or current versions supported by Microsoft.
Required:
e Microsoft Edge running Internet Explorer Compatibility Mode (IE Version 8 Enterprise), see
Browser instructions on Pages 8-15
¢ Internet Explorer Running Compatibility mode or IE Enterprise Version 8 but not both, see
instructions on Pages 4-7 (not supported after 04/30/22)
PDFs (for Recommended: _ . _
reports) . Adope Acrobat. Reader Plug-in version DC or current versions supported by Adobe (for
viewing and printing paper forms)
Workstation |e MS Office 2010
Software e Adobe Acrobat Reader DC or current versions supported by Adobe

1.4. Network Requirements

MO Requirement(s)
Attribute s
Recommended:

o Internet Service Provider (ISP) connectivity with T1 speed or greater (1.5 Mbps)—for best
performance

e User’s internal network connectivity is the responsibility of the user’s organization.

e Connections should be sufficiently robust and free of errors.

Internet e Circuit bandwidth mgst bg suffjcient t.o accommodate the busiest periods and have sufficient
Connection reserve to handle brief spikes in traffic.

e If users encounter application slowness, it is strongly recommended they consult with their IT
staff on the status of their network before opening problem tickets with the state help desk.

e ltis critical that IT staff perform real-time monitoring of bandwidth utilization on the circuit
connecting users to systems as well as response times to select internet sites. The IT staff
can continuously monitor response times to state servers from the user's site to provide
support to users experiencing slowness.

e User's internal network connectivity is the responsibility of the user’s organization.

Network Connections should be sufficiently robust and free of errors. If all applications are slow, users
Equipment should consult with their IT staff on possible internal network problems before contacting the
state help desk.
Network Router| ¢  This is the responsibility of user’'s agency.
Network Switch| ¢ This is the responsibility of user’s agency.
gﬁ;v;?nr; o This is the responsibility of the user’'s agency unless BCN is used.
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2. Workstation Setup, Configuration, and Troubleshooting

This section outlines the actions and steps for agency and state users to take when reviewing, setting up,
and troubleshooting workstation software and configuration.

2.1. Review Antivirus Software Settings

Antivirus software and firewalls are in place to prevent users' computers from malicious attacks. While
antivirus software is great for protecting users and their workstations, this software can block certain
software components and settings unknowingly.

Step(s):

1. Please verify and make sure all the Department of Health Services (DHS), Department of Workforce
Development (DWD), and Client Assistance for Reemployment and Economic Support (CARES)
Worker Web (CWW) applications along with their related domains and websites are not blocked by
the antivirus software or at the firewall level.

2. Please work with your IT staff for further questions on how to verify this within your antivirus software
package.

2.2. Review Windows Updates

Windows Update is a service provided by Microsoft to provide workstations with Microsoft operating
system and related software updates over an internet connection. Many come with critical updates to
protect against vulnerabilities to malware and security exploits. It's important to make sure that updates
do not adversely affect software and/or settings needed to access Wisconsin CARES-related systems.

Step(s):

1. Please make sure the windows updates are not impacting or changing the recommended browser
version and settings.

2. Clean up the contents of temporary folders. The temporary folder may vary based on user settings,
but can be generally found in this location: C:\Users\[YourUsername]\AppData\Local\Temp.
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2.3 (PPS ONLY)
Enable IE Mode in Microsoft Edge on a non-Active Directory joined Windows 10
machine

The SOS Help Desk strongly recommends these settings are configured by your agency’s IT Staff.

Create the IE Mode file that will include the sites to use. Copy this text and paste it into an editor like
Notepad and save it as an . XML file where it will be accessible to any person logging into the computer.
In this case, we’re using C:\Temp\pps.xml

<site-list version="1">
<created-by>
<tool>EMIESiteListManager</tool>
<version>10.0.14357.1004</version>
<date-created>09/20/2020 19:16:42</date-created>
</created-by>
<site url="pps.wisconsin.gov">
<compat-mode>IE8Enterprise</compat-mode>
<open-in>IE11</open-in>
</site>
<site url="wamsprd.wisconsin.gov">
<open-in>none</open-in>
</site>
</site-list>

Run the local Group Policy editor by going to the Start Menu and typing GPEDIT.MSC in the search box.
Click on “Run as administrator” in the right column. If you do not have administrative rights to Windows,
you will need to find someone who does.

Al Apps Documents Settings Web More « Feedback

@ Best match

ooy gpedit.msc

* Microsoft Common Console Document

Search the web ;
a gpedit.msc

i © gpedit.msc - See web rasults > Microsoft Common Console Document

o Location CAWindows\system32

Last maodified

f Open
Lo Run as administrator
Saf‘ [ Open file location

Copy full path

4 | Page



This will bring up the “Local Group Policy Editor” window.
Templates” under “Computer Configuration.”

Double click on folder “Administrative

I =] Local Group Policy Editor
File Action View Help

les2pGIHEm ¥

{7 Local Computer Policy
v (& Computer Configuration
= Software Settings
= Windows Settings
~ [ Administrative Templates
| Control Panel
P _ Network
“| Printers

_ Administrative Templates

Select an item to view its description.

“| Server
“| Start Menu and Taskbar
System
“| Windows Components
7. All Settings
v, User Configuration
1 Software Settings
“ Windows Settings
°| Administrative Templates

Setting
~| Control Panel

| Network

I Printers

| Server "
7| Start Menu and Taskbar

7l System

~ Windows Components

[ Al Settings

", Extended  Standard

Under “Administrative Templates”, double click on “Windows Components.”

| = Local Group Policy Editor

File

Action  View Help

oo o= Bm T

~ | Windows Components ~
| ActiveX Installer Service
| Add features to Windows 10
App Package Deployment
App Privacy
| App runtime
| Application Compatibility
_| AutoPlay Policies
| Biometrics
BitLocker Drive Encryption
Camera
Cloud Centent
- Connect
| Credential User Interface
| Data Coellection and Preview Build:
| Delivery Optimization
“| Desktop Gadgets
_| Desktop Window Manager
“| Device and Driver Compatibility
“| Device Registration
_| Digital Locker
Edge Ul

Select an itern to view its description,

| Windows Components

Setting L)

| ActiveX Installer Service

| Add features to Windows 10

| App Package Deplayment

| App Privacy n
| App runtime f
“| Application Compatibility

| AutoPlay Policies

| Biometrics

_| BitLocker Drive Encryption

| Camera

| Cloud Content

| Connect

" Credential User Interface

~ Data Collection and Preview Builds

~| Delivery Optimization

" Desktop Gadgets

| Desktop Window Manager

I Navrice amd Mrivar C s stibilie
<

> \Extended /{Standard
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Scroll down and click on “Microsoft Edge”. You should see several settings in the right side of the

window:

=/ Local Group Policy Editor - o X
File Action View Help
e a@2EEIT
| Device and Driver Compatibility || setting ctate n
- ge"_"ffag“(‘“t'D" Allow Address bar drap-down list suggestions Nt configured
J E;Q'“u‘ ocker Configure Autofill Not configured
.
| e =] Allow Microsoft Compatiility List Enabled
| Event Forwarding
X Allow clearing browsing data on exit Not configured
| Event Log Service
. i Allow configuration updates for the Books Library Not configured
vent Logging
o Eoert Vicor | Allow Developer Toals Not configured
| Fil Explorer Configure Do Not Track Not configured
File History Allow Extensions Not configured
= Find My Device Allow Adobe Flash Not configured
“| Handuwriting Configure the Adobe Flash Click-to-Run setting Not configured
| HomeGroup Allow Fullscreen Mode Not configured
| Intemet Explorer Allow InPrivate browsing Not configured

| Intemet Information Services

For PDF files that have both landscape and portrait pages, pr... Nt configured

~| Location and Sensors Configure Password Manager Net configured
“| Maintenance Scheduler Configure Pop-up Blacker Not configured
5 Maps Allow Micrasoft Edge to pre-launch at Windows startup, wh... Mot configured
~ MM Allow printing Not configured
J Messaging Allow Saving History Not configured
| Microsoft account - B :
e Allow search engine custemization Net configured
Sl . Configure search suggestions in Address bar Not configured
“| Microseft Secondary Authentication Factor
; e Allow Sideloading of extension Nt configured

| Microsoft User Experience Virtualization

NetMesting Configure Windows Defender SmartScreen Not configured

OneDrive Allow Microsoft Edge to start and load the Start and New Ta... Mot configured
| Online Assistance Allow web content on New Tab page Net configured

00BE Always show the Books Library in Micresoft Edge Net configured
| Portable Operating System Configure additional search engines Not configured
I Presentation Settings Configure Favorites Bar Not configured
| Push To Install Cenfigure Home Butten Net configured
| Remote Desktop Services :2] Cenfigure kiosk mode Nt configured "
~| RSS Feeds oll< 5

< Extended }, Stendard
55 setting(s)

In the right part of the window, you can click on the header “Setting” to sort the settings alphabetically.
Look for the setting “Configure the Enterprise Mode Site List” and double-click on it. You should now see

this:

(®) Not Configured Comment:
() Enabled

(O Disabled
Supported on:

Opticns:

E} Configure the Enterprise Mode Site List

A Configure the Enterprise Mode Site List m}

Previous Setting MNext Setting

Microsoft Edge on Windows 10 or later

Help:

website list

Type the location (URL) of your Enterprise Mode [E

This policy setting lets you configure whether to use Enterprise
Mode and the Enterprise Mode Site List to address common
compatibility problems with legacy apps.

If you enable this setting, Microsoft Edge locks for the Enterprise
Made Site List XML file, This file includes the sites and domains
that need to be viewed using Internet Explorer 11 and Enterprise
Mode,

If you disable or don't configure this setting, Microsoft Edge
won't use the Enterprise Mode Site List XML file, In this case,
employees might experience compatibility problems while using
legacy apps.

Cancel Apply
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Click on “Enabled” at the top right and in the box after “Type the location (URL) of your Enterprise Mode
IE website list,” type the path and name of the IE Mode XML file you created above. In our example, it is

C:\Temp\pps.xml.

() Mot Configured Comment:
(®) Enabled

() Disabled
Supported on:

Options:

E‘ Configure the Enterprise Mode Site List

Previous Setting MNext Setting

Microsoft Edge on Windows 10 or later

Help:

website list

Type the lecation (URL) of your Enterprise Mede IE

This pelicy setting lets you configure whether to use Enterprise
Maode and the Enterprise Mode Site List to address common
compatibility problems with legacy apps.

ciitemplppsaxml

If you enable this setting, Microsoft Edge looks for the Enterprise
Mede Site List XML file. This file includes the sites and demains
that need to be viewed using Internet Explorer 11 and Enterprise
Mode.

If you disable or don't configure this setting, Microsoft Edge
won't use the Enterprise Mode Site List XML file. In this case,
employees might experience compatibility problems while using
legacy apps.

When finished, click the “Apply” button and then “OK.”

Now scroll up to “Internet Explorer” in the left column and click on it. You should see several settings

again:

(=] Local Group Policy Editor
File Action View Help

| @ @m 7

Device and Driver Com A | [ et xplorer
Device Registration
Digital Locker

Edge Ul

Event Forwarding
Event Log Service
Event Logging

Event Viewer

File Explorer

File History

Find My Device
Handwriting
HomeGroup

Internet Explorer
Internet Information Se
Location and Sensors
Maintenance Schedule
Maps

MDM

Messaging

Microsoft account
Microsoft Edge
Microsoft Secondary A
Microsoft User Experies
Netheeting

OneDrive ©

Select an item to view its description.  Setting State Comment

| Accelerators
| Application Compatibility
| Browser menus

| Compatibility View

| Corporate Settings
| Delete Browsing History

7 Internet Contral Panel

7 Internet Settings

7 Privacy

1 Security Features

I Toolbars

) Add a specific list of search providers o the user's list of sea... Not configured No
Tum off add-on performance netifications Not configured No
Automatically activate newly installed add-ons Not configured No
Tum off Crash Detection Not configured No
Do not allow users to enable or disable add-ons Not configured No
Allow "Save Target As” in Intemnet Explorer mode Not configured No
Allow Microsoft services to provide enhanced suggestions a.. Not configured No
Turm on menu bar by default Not configured No
Customize user agent string Nt configured Ne
Tum off Automatic Crash Recovery Nt configured No
Turn off ActiveX Opt-In prompt Not configured No

< > Extended /{ Standard
74 setting(s)

7 | Page



Again, click on the “Settings” header to sort the list alphabetically. Scroll in the right column down to

“Use the Enterprise Mode IE website list” and double click on it. You should now see this window:

& Use the Enterprise Made IE website list

] X

| 5] Use the Enterprise Mode IE website list P —
| @ Mot Configured ~ Comment:
1
| O Enabled

(O Disabled

Supported on: [ At |eact Internet Explorer 11.0

Options: Help:

Type the location (URL) of your Enterprise Mode IE This policy setting lets you specify where to find the list of
e websites you want opened using Enterprise Mode IE, instead of

this list,

website list from your location (HKCU or HKLM\Software

opening all listed websites using Enterprise Mode IE.

Explorer opens all websites using Standards mode.

Standard mode, because of compatibility issues. Users can't edit

If you enable this policy setting, Internet Explorer downloads the

\policies\Microsoft\Internet Explorer\Main\EnterpriseMode),

If you disable or don't configure this policy setting, Internet

Click “Enabled” at the top left and type in the path and file name of the IE Mode XML file. In this

example, it was C:\temp\pps.xml.

It should now look like this:

& Use the Enterprise Mode |E website list

| E‘ Use the Enterprise Mode IE website list

Previous Setting

. O Not Configured ~ Comment:
1
| @ Enabled
() Disabled
Supported on: [ Af |eact Intemet Explorer 11.0
Options:

Help:

Type the location (URL) of your Enterprise Mede |E
website list

ctemp\pps.xml

This policy setting lets you specify where to find the list of
websites you want opened using Enterprise Mode [E, instead of
Standard mode, because of compatibility issues. Users can't edit
this list.

If you enable this policy setting, Internet Explorer downloads the
website list from your location (HKCU or HKLM\Software
\policies\MicrosofttInternet Explorer\Main\EnterpriseMode),
opening all listed websites using Enterprise Mode [E.

If you disable or den't configure this policy setting, Internet
Explorer opens all websites using Standards mode.
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When done click the “Apply” button and “OK”.
Close the “Local Group Policy Editor” window.

Open Edge. Make sure you have the current version of Edge loaded. In the line where you would
normally type a site name, type edge:/Isettings and hit Enter.

In the left column, click “Default browser.”

For “Allow sites to be reloaded in Internet Explorer mode”, click the drop down next to it and select
“‘Allow.”

Now click the “Restart” button that just appeared below the drop down.

To confirm it's picking up the file, type edge://lcompat and then Enter in the address line. You should
see a screen that looks like this:

im] ‘ D Microsoft Edge Compatibility X B Microsoft Edge Compatibility X —‘,—

R @] @ Edge | edgey//compat/enterprise A Y
Microsoft Edge Enterprise Mode Site List
Compatlblllty Sites on this list use Internet Explorer mode with Microsoft Edge to automatically open in Internet Explorer 11. Once in
Internet Explorer 11, sites are rendered using a modified browser configuration that emulates |ES, IE7, and the IES - [E11
Q. Search compatibility document modes to help avoid the common compatibility problems associated with web apps written and tested on an older
version of Internet Explorer. If you feel that a site should be removed from the list then please contact your system
& User agent overrides administrator.

& CDM overrides Version number 1

| 3 Enterprise Mode Site List Location
BB Internet Explorer mode diagnostics se it's more secure than other options
\:| Show sites on the Microsoft site list |:| Show sites on the user site list
Domain Engine AIIO)N List Type
Redirects
*://pps.wisconsin.gov/ IE11 False Enterprise Mode
*:f fwamsprd.wisconsin.gov/ NEUTRAL False Enterprise Mode

If you don’t see your file listed under “Location”, click on “Force update.”

Another good way to determine if IE Mode is working, is to look for the blue “e” next to the site in the
address bar that you have added to the IE Mode list:

& Cateway Page x  +

G & B hitps://pps.wisconsin.gov

More information on the format of the XML files can be found here:

https://technet.microsoft.com/en-us/library/dn640689.aspx

More information on IE Mode settings in Group Policies:

Enterprise Mode and the Enterprise Mode Site List (Internet Explorer 11 for IT Pros) - Internet Explorer |
Microsoft Docs

Configure |IE mode Policies | Microsoft Docs
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https://technet.microsoft.com/en-us/library/dn640689.aspx
https://docs.microsoft.com/en-us/internet-explorer/ie11-deploy-guide/what-is-enterprise-mode
https://docs.microsoft.com/en-us/internet-explorer/ie11-deploy-guide/what-is-enterprise-mode
https://docs.microsoft.com/en-us/deployedge/edge-ie-mode-policies
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