
Security of Radioactive Material                March 7, 2014 

Wisconsin Department of Health Services
    

Department of Health Services 
Radiation Protection Section 

March 7, 2014 

Security of Radioactive Material 

1 



Security of Radioactive Material                March 7, 2014 

Wisconsin Department of Health Services
    

Introduction & Overview 

 

 10 CFR 37 Briefing 

 Focus is on new requirements 

 WI DHS Rule Revision-in process 
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Acronyms 

 WI DHS = Wisconsin Department of  Health Services  

 CFR= Code of  Federal Regulations 

 FR= Federal Register Notice 

 LLEA= Local Law Enforcement Agency 

 IC= Increased Controls 

 NRC= Nuclear Regulatory Commission 

 NUREG= Nuclear Regulatory Guidance 

 T&R = Trustworthiness and Reliability 

 RO= Reviewing Official 

 RSO= Radiation Safety Officer 
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Part 37 License Condition 

 

 License Condition available for: 

• Licensees with NRC licenses-March 2014 or 
after 

• WI licensees-March 2016 

 No fee required 
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Agenda 

 Significant changes from ICs 

 Local law enforcement panel and discussion 

 New security and access authorization 
programs  

 Annual review requirements 

 Resources: tool kit for licensees 

 License verification system courtesy of  the 
Nuclear Regulatory Commission 
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Workshop Goals 

 

 Familiarize Increased Controls licensees 
with pending requirements 

 Provide an interactive forum for licensees, 
local law enforcement and regulators 

 Use technology to permit remote attendance 
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Federal Register 

 

 10 CFR 37 final rule was published on 
March 19, 2013 (78 FR 16922) 

 NRC effective date March 19, 2014 

 

http://www.gpo.gov/fdsys/pkg/FR-2013-03-
19/pdf/2013-05895.pdf   
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Federal Guidance 
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Significant Changes 

Reviewing 
Official Training Procedures 

Annual 
Reviews 

License 
Verification  

System 
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Q&As 

ICs vs. Part 37 
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ICs Fingerprinting 

Guidance 

Q&As 

Guidance 

Part 37 

NUREG-2155 
Supplemental 

Q&As 
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Program Authority 

  

Radiation 
Safety 
Officer 

Security 
Program 

Reviewing 
Official  
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Health & Safety 

T&R Decisions Approve Plan 
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Reviewing Official: 37.23(b) 

 

 Replaces “T&R Official” 

 Must be fingerprinted 

 Licensees may name more than one 
reviewing official 

 Notification to DHS not required 
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Security Training: 37.43(c) 

 Before granting unescorted access 

• Security program and procedures 

• Purposes and functions of  security measures 

• Reporting degraded conditions to licensee 

• Notifying LLEA of  stolen material 

• Appropriate alarm response 

 Refresher training every 12 months 
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New Procedures 

 

 Implementing access authorization program 

 Implementing security plan 

 Information protection 
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Access Authorization 

 

 Informed consent requirement  

 Personal history disclosure 

 Opportunity to challenge findings 
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Access Authorization - 
Background Investigations 

 

 Must go back 7 years 

 Verification of  true identity [37.25(a)(2)] 

 Re-investigations every 10 years 
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Protection of Information 

 Must protect [37.43(d)] 

• Security plan 

• Implementing procedures 

• Unescorted access list 

 Make T&R determinations on individuals 
with access to protected information 

 Keep a list of  who has access to protected 
information 
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License Verification: 37.71 

 

 Required prior to each transfer of  Category 
1 or Category 2 material. 

 Not required for transfers within the same 
organization 
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Questions ? 
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Local Law Enforcement Panel 

 

 Representatives from Police Departments: 

• Waukesha 

• Brookfield 

• Milwaukee 

 Representative from SE WI Threat Analysis 
Center 
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Local Law Enforcement Panel 

 Annual Coordination with LLEA 

• What is the best way to contact? 

• When is a good time to do this? 

• What information does LLEA need concerning 
my facility? 

• What kind of  information does LLEA need 
concerning evaluation of  hazards? 

• Who can tell LLEA whether it is safe or not? 
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Security Workshop 

B R E A K 
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Security Program 

  

Security 
Plan 

Procedures 

Access List 
(T&R) 

Training 

Specific to facility 
and operations. 

Implementing 
security plan 

Unescorted access to 
Cat 1 or 2 material 

Initial 

Annual 

Access to  
protected information 

Information 
protection 
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Security Program Documentation 
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Security Plan Implementing 
Procedures 

Protection 
Procedures 

LLEA coordination Maintenance and 
testing Program review 

Training Access list T&R determination 

“Individual responsible for the security program” 

Reviewing Official 
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Access Authorization Program 
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Access Authorization Procedures 
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Written 
Procedure 

Collection of 
information 

Determination 
basis (background 

investigation) 

Challenge 
provision 
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Access Authorization Procedures 
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Background 
Investigation 

Obtain 
informed 
consent  

Encompass 
previous 7 

years 
 

Obtain 
independent 
information  

 

Verify true 
identity 

 

Previous IC 
orders 

Limited 
reinvestigation 
every 10 years 
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Access Authorization Procedures 

 Before adverse determination is final  

• Provide a copy of  information 

• May challenge any information, 10 days to 
initiate action to challenge FBI criminal history 

 If  access is no longer needed 

• Prompt measures to prevent access 

• 7 business days to remove from access list 
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Access Authorization Procedures 

 

 Protecting personal information from 
unauthorized disclosure 

• System and procedure for record protection 

• Information may be provided to another 
licensee upon written request 
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Access Authorization Procedures 

 Maintain documentation 

• Consent form 

• Receipt of  challenge procedure 

• Adverse determinations 

• Basis of  individual T&R determinations 

• Security Training 

• Unescorted Access List 
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Access Authorization Procedures 

 

 Relief  from Fingerprinting 

• 37.29(a) provides additional categories 
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Questions ? 
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Annual Program Review 

 Access authorization program-37.33 

 Security training-37.43(c)(3) 

 Coordination with LLEA-37.45 

 Security system maintenance and testing-
37.51 

 Security program content and 
implementation-37.55 
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Annual Program Review 

 

 Considerations 

• An annual audit that reviews the program’s 
content and implementation 

• Continuing effectiveness is not a static condition  

• Results must be documented and maintained for 
3 years 
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Questions ? 
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Guidance  

 

 NUREG 2155 

 NRC Best Practices Document 

 Wisconsin Guidance to be guided by 
licensee input 

 Ask fellow licensees general questions 
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Guidance 

 NUREG 2155 is… 

• Public information, available on the NRC 
website 

• Formatted by section of  the regulation; short 
explanation followed by Q&A  

• Referenced to 10 CFR  

• For every type of  licensee 

• Helpful if  you are familiar with Part 37 

 

 
37 



Security of Radioactive Material                March 7, 2014 

Wisconsin Department of Health Services
    

Guidance 

 How to use NUREG 2155 

• Examples of  Q&A  

 37.23(b) Q4 

 37.43(d) Q6 

 

 

• Go to explanation 
of section. 

Do I understand 
the 

Requirement? 

• Go to Q&A of 
section. 

My question is 
about a specific 

situation. 

• Time to bring in 
outside help. I get it, but… 
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Guidance 

 

 NUREG  2155 Annex 

• Additional guidance for evaluation and 
individual’s trustworthiness and reliability 

• Sample consent form for background 
investigations 

• Examples of  reportable suspicious activities 
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Questions ? 
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System Overview 
Angela Randall 

Project Manager USNRC  
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Components of the Integrated Source 
Management Portfolio (ISMP) 
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• Objectives 
o Enable the validation and accuracy of  Category 1 and 

Category 2 materials licenses 
o Prevent unauthorized parties from purchasing 

radioactive materials 
o Enable verification that Category 1 and Category 2 

possession limits are not exceeded 
o Enable verification that quantities and types of  

radioactive materials of  all Categories are authorized 
before transferring the materials – supports compliance 
with Part 30 and Part 37 requirements 

o Provide convenient, robust, and secure access to the 
system via the web 
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Licensee Customer 

LVS 

NSTS     Material Supplier 

LVS = License Verification System 
WBL = Web-Based Licensing 
NSTS = National Source Tracking System 

        WBL 

               License Verification Process 



§ 37.71 Additional requirements for transfer of category 1 and category 2 
quantities of radioactive material. 

 
Any licensee transferring Category 1 or 2 quantities of radioactive material, 
prior to conducting the transfer shall verify with the NRC's license 
verification system or the license issuing authority that the transferee's 
license authorizes the receipt of the type, form, and quantity of radioactive 
material to be transferred and that the licensee is authorized to receive 
radioactive material at the location requested for delivery.  
 
If the verification is conducted by contacting the license issuing authority, 
the transferor shall document the verification. For transfers within the 
same organization, the licensee does not need to verify the transfer. 
 

 

                Part 37 License Verification 
 Requirements 



 
Two Methods of License Verification: 
 
• Using the Online License Verification System 

(LVS) 
 
• Manually using the Manual License 

Verification Process – Form 749 via LVS Help 
Desk 

                Part 37 License Verification 
 Requirements 
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The One Time Passwords 
can come in different 
hardware forms: 
• Token 
• Card 
• Mobile Phone 

  Accessing LVS 



Request a user account by 
contacting the help desk: 
LVSHelp.Resource@nrc.gov 
 

               LVS Webpage www.nrc.gov 





LVS Main Menu 



Enter information for the license you are verifying and click “Verify” 



The license will be displayed. Verify the quantity, form, and location of use. Then 
select “Complete Verification” and click Submit.   



The Verification Confirmation is Displayed 



Unauthorized Request 



Cannot Verify the License 



Manual License Verification Procedure 

Manual Verification 



The Licensee Must Keep a Copy of the Verification Outcome from the Help Desk 

Manual Verification 



LVS Helpdesk – 1-877-671-6787 
LVSHelp.Resource@nrc.gov 

http://www.nrc.gov/security/byproduct/ismp/lvs.html 
 

User Guide and Additional Information on the Webpage! 

Questions 

mailto:LVSHelp.Resource@nrc.gov
http://www.nrc.gov/security/byproduct/ismp/lvs.html
http://www.nrc.gov/security/byproduct/ismp/lvs.html
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Wrap-Up 

 

 Discussion and Questions 

 Point of  Contact:  

• Cheryl Rogers 

• 608-266-8135 

• cheryl.rogers@wi.gov 
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